TABLE OF CONTENTS

REQUIFEMENT 1.1 oot ss bbb sbssssasssssssnsnsnnnnns 1
Formal Process for Testing and Approval of All Network Connections and Changes to Network
(@0} 4T 4T T | o 1 PSPPSR 1
10,0 OVEIVIEW .ttt e e e e s s et et e e e s e s r e e e e e e s s e ae e e e e e e s 1
List of Network CoONNECtioNS DEVICES.......cccutiiiiiiiiieeeieeetee ettt s 1
L] o] L= 0 0t - TR OO P TPV RPPPTO 1
L] o] L= 0 0t T « T OO UPRTOTRTRTPRRO 2
L1 o] L= 0 0t o PO P PRV 3
1.1.1 Responsibility for Policy Mainte€NanCe .......oooeeeiiiiiieee et 3
Y=o [O L1 =T 0 0= o o 0 00 R 4
Current Network Diagram with All Connections to Cardholder Data, Including Wireless
INEEWOIKS ..ttt et e bt e s e e e e bt e e s b e e e s b e e e sabe e s snb e e senbeesanree e 4
1.0.2 OVEIVIEW ittt ettt e e s bbb e e s s b e e e s s aba e e e s s bbb e e e saras 4
000 00 A o 1o RS 4
11,2 PrOCEAUIE ...eeitieiee ettt ettt e s e e s e e st e s st e s eab e e s nn e e snbeesneeesanes 4
TABIE L.L.2. ettt s s e s bt e s ena e snaee e 4
Network Diagram Details ........uuviieieeiieccee e e e e e e e e e e e rrareeaeeas 4
1.1.2 Responsibility for Policy Mainte€NanCe ........oooeiiiieiei et 5
Y=o [O LT =T 0 0= o o 0 O 6
Description of Groups, Roles and Responsibilities for Logical Management of Network
(60070 ¢ o T =] 170U 6
0 =T T 6
0 T 3 o o RO 6
1. 1.4 PrOCEAUNE ...ttt ettt e s e s e s st bt e s ae e s e e s ne e e st e sneesaneennneenne 6
L] 1L 0 X PSPPSRSO 6
L] 1L 0 0 o PSP PROPRTRO 7
1.1.4 Additional Supporting DOCUMENTATION ......coeieeiiiiiiieeee e e e rrrere e e 8

B 1= oY =0 R 7 TR 8



Additional SUPPOIrtiNg DOCUMENTALION ...uvvveeieiiiiiiiiiiieee e e e rer e e e 8
1.1.4 Responsibility for Policy Maint@nanCe .........ccoccuieeiieiiiie e 9
Y=o O LT =T 0 =] o o 0 R TR 10

Documentation and Business Justification for Use of All Services, Protocols and Ports Allowed 10

1.0.5 OVEIVIEW ..ottt e bbb e e e s a e e s s eaba e e e 10
00 R o o S 10
115 PrOCEAUIE ..ottt ettt et e e st e s s b e s ebb e e snn e e senaeesnaee e 10
1.1.5 Additional Supporting Documentation .........cccuviiieieeeieicceeee e 10
LI oL 0 T N PP PP SPPPPPTPP 11
Additional Supporting DocumMeNtation ..........ooeccciiiiiiiee e 11
1.1.5 Responsibility for Policy Mainte€NanCe .......ccccueviiiiiiee et 11
(01 Y=ol 1 0 T PP 11
All Services, Protocols and Ports CheCKIiSt.........uuuuuuuueiureieieiiiiiiiieieeieieieeerereeeeerereeeeerereeeeaa———.. 11
REQUIFEMENT 1.6 .ot bsbssssssssssssssnnnnnnen 14
Requirements to Review Firewall and Router Rules Sets at least Every Six (6) Months.............. 14
106 OVEIVIEW ...ttt ettt e e et e e e e e s e st e e e e s et e s b ee e e e e e e e s e s nnnnaeeeeeeeas 14
0 S 3 2o o RO 14
1.1.6 PrOCEAUNE ...ttt st r e et ne e sn e e neeeneennees 14
1.1.6 Additional Supporting DoOCUMENTATION .....ccccciiririieee e e eeeearre e 14
TABIE L.L.B. A e et 15
Additional SUPPOrting DOCUMENTALION ....vvveeiiiiieiiiieeeee e e e e e 15
1.1.6 Responsibility for Policy Mainte@NanCe ........ccccuvvvieeiee it eeearrere e 15
01 g LYol 1) A 0 I PO U PSP TRO 15
Firewall and Router Review CheckliSt ..........cccoiiiiiieiiiiieeiee e 15
Y=o TU =T g =] Lo S T A o T S T R 17
DMZ Configuration and Internet Access to the Cardholder Data Environment Policy and
PPOCEAUIES ...ttt et e bt e e bt e e e bt e e et e e e eabeeeenbeesaabeesnneesnnees 17
1.3. 110 1.3.8 OVEIVIEW ..ottt et e s s e e e s b e e e e seasraeeeeans 17
1.3.1 20 1.3 8 POJICY wureeeieiiiieieiiiiee ettt ettt ettt e e e st e e e sttt e e e st e e e e e b ae e e s nrraeeeeans 17

0 A o T IS R 23 = Yol =T LU o SRR 18



1.3.1 to 1.3.8 Additional Supporting DocUMENTAtION .......cccovieiiiiieiieeeeeierireee e 18

TabIE 1.3.1 10 1.3.8 (A) ceeiieeiriiiiiiee ettt e e e e s e e e e e s s e s abbbbaereeeeeeseaaatrareaeaens 18
Additional Supporting DocumMENTatioN .......cccooviciiiiiiiee e 18
1.3.1 to 1.3.8 Responsibility for Policy Maint@nance .........cccueeeeeciieeeeciiiee e 18
CheCKlist 1.3.2 10 1.3.8 (A) ceeeiiiiiiiiiiiiieeiee ettt e eeserrrer e e e e e sesbraeeeeeeeeesenassbbereeeeessennnns 18
DMZ Configuration CheckIist.........ccccuuiieeiiiiee e 18
Y=o O LT =T 0 =] o 0 PPN 21
Personal Firewall Software Policy and ProCedUres ..........coccuveeiiiiiieeeeciiiee e 21
1.4 OVEIVIEW ..ttt e e e st a e e e s st e e e e s s ba e e s seba e e e s eaa 21
IR o Ty S 21
i o ol =T [ = PO TP TP PPPOTPROTRO 21
Defining Mobile and/or Employee-Owned COMPULETS ........ccceerireeirieeiieeiieeere e e e sraeeneens 21
Approved Personal Firewall Software and System Settings .......cccccvvviiveeeeviiiee e, 22
System Administrative Rights for Personal Firewall Software.........cccocccvvvvveeiieiienccciiveeenenn, 22

1.4 Additional Supporting DOCUMENTAtION ......ccuvviiiiiiiiie e 22
1.4 Responsibility for Policy MainteNanCe .......cc.uviiiieiiiieiciiieee ettt e e e e e sree e 22
24=To [U T =T 0 =] o L o200 A o 2070 Nt R 23
Changing of Vendor Default Settings Policy and ProCedures........coccovuvveeeeeeeeeeicciinereeeeeeeeeccnnnne 23
0 B o A 0 O YT Y= 23
N o 30 0t N o 1T PR UUPURRRR 23
2.1 20 2. 1.1 PrOCEAUIE ..ottt e e ne e s ne e nne e 23
Changing of Vendor-supplied Defaults for All System Components .......ccccccoeeecvrveveeeeeeeennnns 24
Initiation and Justification of Wireless Environment ...........coocvveeiieiniieiniennee e, 24
Wireless INFrastrUCTUNE ......ooviiiiiiiieeece et e 24

TaaY ol (=T aT=Ta) €= 1o o T TP 24
Operations and MaiNtENANCE ......ccvvvverieeeeeiecirreee e e eecerrer e e e e e e sesabrreeeeeeeeesesssrrereeeeessennnns 24

D71 oo 1] € o o SR 24

2.1 to 2.1.1 Responsibility for Policy Maint@nance .......ccccveeeeeeieeiiciiireeeeee e e 24

Y=o LU =T 0 =] o Lo o 107 20 TR 25



Configuration Standards for All System Components Policy and Procedures ........ccccccceeevnnnneee. 25

2.2 10 2.3 OVEIVIEW ..oeiiiiiiiiiiiie ettt e e s s a e e e s sab e e e s s aabasee s 25
B o Y0 A T o oy RS 25
2.2 10 2.3 PrOCEAUIE ...ttt st ena e s e s 26
System Configuration StaNdards..........cccueeieeiiiie e 26
TABIE 2.2.8 e 26

Only One Primary FUNCLION PEF SEIVET .cccoieeeeeeeee e ettt e s ee e e e e s e e s snnaaer e e e e e e eenanns 27
System Configuration and Hardening ProCedures...........ccueeeeecuieeeiciiieeeeceeee e eeiinee e 27
Non-Console AdMINiStrative ACCESS .......covuiiiiiiiiiiiieiiee e 28

2.2 to 2.3 Additional Supporting Documentation .........ccccvveeieiiinicciiiee e 28
Tl 2.2B .. e bt ne e e e e nne e 28
Additional Supporting DocuUMENTAtION.......ciiiviiieee e s 28

2.2 to 2.3 Responsibility for Policy Maintenance ........cccuveviieiiiie i 29
REQUIFEMENT 2.1 10 2.3 . ettt ssbsbsbsbsbnbnsnsnsnnnnnnen 30
Vendor Default Settings and Configuration Standards Checklist ...........cccovveeieeiiiiiciiiiieeeeeeeeeas 30
REQUITEMENT 3.1 oottt sbsbsssbsbssssssssssssnsnnnnnnen 33
Data Retention and Disposal Policy and ProCeAUIES........eeuiiiiieeiciirreeeeee et eeeenrreeeee e 33
TR0 O =T oL P 33
KT I 2 [T oY PO UUPURRPRP 33
Description of Data and Scope for Cardholder Environment .......ccccccoevveviveeeeeeeeeeeccnneeeeeenen. 33
Description of Key Terms and PRFASES .......eeeeieeiieiiiiireeiieeeeececiirreeeeeeeeeeeiitneeeeeeeeeessnnnneens 33

TYPES OF DAtA...iiiiiiiieiie ettt e e e e e es bbb e et e e e e e s e arbareeeeeeeessastrraeaeeeeeesananrrareaeeens 36
EIeCtroniC MEdia . ..o e 36

[ [ [oleY oV o] 2 0 T A UPURRUP 36

3.1 PrOCEAUIE ...ttt e s e bt e s e b sar e e n e e n e ne e nne e ne e 36
Procedure for ObtainiNg DAta ........cciiecciiriieeie ettt e e e e e eeaarae e e e e e e e ssnarraeeeeeeens 37
Procedure for ProteCting Data .......cciiccciiiieeeiee ettt et e e e e e e eaaaraereeeeees 37
Procedure for Accessing, Modifying or Transferring Cardholder Data.......ccccccceevvecvnvvenennne.. 37

Provisions and Procedures for Retaining Data......ccccvveeeeeeeiieiiiiieieeee e eeeenreeeeee e 38



Provisions and Procedures for Disposing of and Destroying Data.........cccccveeeeeeeeivcnnvvenennnen. 38

Responsible Parties for Data Retention ActiVities ........ccceecuveei e, 38
Responsible Parties for Data Disposal ACtiVItieS.......ccueeeeeiiiiii e 39
Legal and Regulatory Requirements for Retention of Cardholder Data...........cccccvvveeennneenn. 39
Business Justification for Retention of Cardholder Data ..........cccceeveeeiienienieenieeeereeeee 40
TABIE B.L.a et 40
Electronic Media Storage of Cardholder Data........cccccvveeeeiiiiie e, 40

TABIE 31D s s 41
Hardcopy Format Storage of Cardholder Data........ccccuveeeeiiiiee e, 41
Programmatic (Automatic) Removal of Cardholder Data.........cccceeeeeiciiieeecciieee e, 41
Manual Removal of Cardholder Data...........ccceeuiiiierieniieeeeee e 42
Additional INfOrMatioN .........eiiiiiiie et 42

3.1 Responsibility for Policy Maint@nanCe .........ccccuueeiirciiiii i e 42
ReQUIrEMENT 3.2.1 10 3.2.3 ittt ssbsbsbsbsbnbabnnnnnnnnnnen 43
Sensitive Authentication Data Checklist for Network Devices..........coccevvieiiiiiiiiiiniccienecnnene 43
ReQUIrEMENT 3.2.1 10 3.2.3 . ettt sbsbsbsbnbnsnnnnnnnnnnes 48
Sensitive Authentication Data Checklist for Operating Systems .......cccovveeeeeieeiecciineeeeeee e, 48
0= LU =T o =] a Lo T 000 R o T T80 TR 53
Sensitive Authentication Data Checklist for Applications ........eoeevieicciiiieeeee e, 53
4= To LU =T 0 =] o LS 72 TR 58
Primary Account Number (PAN) Policy and Procedures for Displaying the PAN Digits................ 58
TR B0 =T TP 58
I B 2o [TV TP UURURRPPP 58
3.3 PrOCEAUNE ... e e e s 58
L] 1L 25 75 T PPV PR PSP 58

3.3 Responsibility for Policy Maint@nancCe ........uueeeieeieeiieiiiiieeiee et eeerrreee e e e e e s eaarees 59
Y=o TU T =T 0 =] 4 LS T 60
Primary Account Number (PAN) System ProteCtion .........ee.cevieeceiiiveeeieeeeeieiiieeeee e eeeinrreeeee e 60

oY 1oV A Ya Yo I ed do Tol=Te [V o T PRSPPI 60



RO 1V VAT 2 60

B = o oYU 60
IR e o TT=To [V PP P PP 60
System used for Protecting the PAN .........ooi i e 60
=X o Lol Y7 o1 [o] o RO RPN 61
Other Means Utilized for Protecting the PAN...........oooiiiii e 61
3.4 Responsibility for Policy Maint@nance .........ccccuveeieeiiiii et 61
Y=o U LT =T 0 =] o TR YRS 62
Protection of Keys used for Encryption of Cardholder Data Policy and Procedures.................... 62
3.5 OVEIVIBW .ttt et e e s e e s e bbb e e s s b e e e s a e e e e rae e e s 62
3D POl CY ettt e e e e e e — e e e e e e e e e b ———rtaeaeeeaaaabtraaaeeeeeeaanrrrrens 62
3.5 PrOCEAUIE .ottt ettt ettt e e bt e e bt e e et b e e e bt e e eabee e sabeeesabeessnbeesneeesneeas 62
ACCESS tO CryptographiC KEYS....uiiiiiiiieeiiiiiie ettt e s e s e e s snre e e e e saneee s 62
Storage and Location of Cryptographic KEYS .......coeiieeiiiiiieiiciiiee et eee e esieee e 63
3.5 Responsibility for Policy Maint@nance ........cocccuveeiieciiiei et 63
REQUITEMENT 3.6 ettt ssbssssssssssssssnnnnnnes 64
Key Management Policy and ProCEAUIES ........eeiieeeiieciirieeeee et e e e e errree e e e e e e eeanrraeeeeeens 64
T SR O A =T T P 64
3 2o [T oY PSS UPURRRPP 64
3.6 PrOCEAUNE ...t e e b st e e n e e 65
General Description of System Components that Incorporate Key-Management Procedures
................................................................................................................................................ 65
GENEration Of STFONG KEYS ..oeiiiiieiiiieeee ettt eesecrree e e e e e eeebrareeeeeeeessanrsereeeeeeeennns 65
SeCUre KeY DiStriULION .....uviiiiiiieei ittt e e e e e e e e e e e eabreeeeeeeeeesnansraneaeeens 65
Lol U I =LY Ko ] - T ={ S 66
Periodic Key Changes at the end of the Defined Cryptoperiod..........cccccovviieeeeiieiccciiiinennnnn. 67
Retirement and Destruction of Old KEYS .....cccei ittt et 67
Replacement of Known or Suspected Compromised Keys........cccceeeeiieccciiiiieieee e e, 68
TABIE 36,3 it e e 68

Key Management Compromise Plan (KMCP): Systems Components Impact .................. 68



L] o] LTE T S« F O OO PRPRRTRRTPRON 69
Key Management Compromise Plan (KMCP): Personnel .......ccccocceeeeeicieeeecciieeececieeeens 69
TADIE 3.0, et e e s e e s b e s et e e e s b e e e e anees 69

Key Management Compromise Plan (KMCP): Notification Process for External Vendors69

Split Knowledge and Dual Control of KEYS.........oeiieiiieicciie et 69
TADIE 3.0.D et e e s e e s r e e s et e e e e b e e e e e anees 70
Prevention of Unauthorized Substitution of Keys .........cccccuvieiiiiiiiiieiee e, 70

Key Custodians to Sign Form Confirming the Understanding and Acceptance of their Key

Custodian RESPONSIDITITIES ....eeiiiiriieeiiiiie e e e s s e e s sare e e e saaees 70
L] o] (30 X ST T PO TSP P PRSP PRUPPROTRRRROTPRON 71

3.6 Responsibility for Policy Maint@nance ........ccccuveeeieciiii it 71
REQUITEMENT 4.2 .t ssbssssssssssssssnsnnnnes 72
Unencrypted Primary Account Numbers (PAN) Policy and Procedures.........cccccovvvveeeencieeneenne. 72
8.2 OVEIVIBW ...eeeiieeiieiee ettt et e e e e e sttt et e e s s et et e e e s e sa s b et et e e eesses e s seneeeeeeeessaannnreneeeeesssananns 72
A oo [ ToN SRS 72
A.2 PrOCEAUIE ...ttt ettt ettt e e bt e et e st e e s bt e e e bt e e saseeseabeessaseesenbeesnneesaneeesanee 72
TADIE 4.2.3 ettt et e st e et e st esnn e nneeas 72

4.2 Responsibility for Policy Maint@Nance ........ccuvvveeeeiieiiciiireeeee et e e e e e e 73
20=To LU =T 0 =] o Lo TP 74
ANti-Virus PoliCYy and ProCEAUIES...........uvviieieeeee ettt e e cecrrree e e e e e e eestbrraeeeeeeeesseanrrereeeseeeennns 74
T A O A =T T 74
I = o [T oY PO UUPURRRPP 74
5.2 PrOCEAUNE ...ttt s b e s e re e e e ne e ne e 75
Anti-Virus Software UTIlIZed .........coueiiiiiiieee e e 75
TABIE 5.2.8 e e 75
Anti-Virus Attributes for the Cardholder Data Environment..........ccooceeiiiieniieeniieenineens 75

TABIE 52,0 e 76

Anti-Virus Attributes for Computers Not Directly Related to the Cardholder Data
ENVITONMENT. ettt e e e e e sttt e e e e e s e bt e e e e e e e e e s aaneeaas 76

5.2 Responsibility for Policy Maint@nance ..........eeeieiiieccciiiiieeee et e 76



Y=o [U T =T 0 =] o Lo S0t A o T 750 AR 77

Security Patch Management Installation Policy and Procedures........ccccceeeeeeieccciiiveee e, 77
6.1 10 6.2 OVEIVIEW ...eeiiiiiiiiiiiiiiiic ettt ba e e s aba s e s s sabanee s 77
L0 I o 3N S 107 o oy SRS 77
6.1 10 6.2 PrOCEAUIE ...ttt nr e s e snee s 78

Security Patch Management Program EmMpPlOYEe ......ceeeeviiccceiiiieeie e 79
TABIE 6. 1.8 i s s 79
Security Patch Management Program Employee.......coooveiiiiiei e, 79

Comprehensive Inventory of All System Components Directly Associated with the

Cardholder ENVIFONMENT.....ccouiiiiiieiee ettt ettt et e st e sneeesnneeeas 79
TABIE 6. 1.0 et ettt s san e s naee e 79
Comprehensive Inventory of all other IT Resources Not Directly Associated with the
Cardholder ENVIFONMENT.....ccouiiiiie ettt ettt et e st e sneeesnneeeas 80
L] o] L3300 o TP PRSP PTSTPPRUPPROTRRRROTPRON 80
Industry-Leading Security Sources and Additional Supporting Resources.........c.cccceeeeruvnen. 81
TADIE 6. 1.0 e ettt e ettt e et st e s naeeea 81

Online Resources for Patch Management, Alerts, Security and Support, As Applicable.. 81

Risk Ranking for Security Patch Management .......cccveeeeeiiiieiiiiieeeeee e 82
TADIE B.LLE .. ettt h e ae e b et e b e e nne e b e e nae e 83
U ST 0] T = =1 ] L= SRR 83

Database of Remediation Activities that Need to be Applied ......ccccoeeecciiiieiee e, 84
TABIE B. LT e s s 84

Test Procedures for Testing Patches Regarding Remediation.........cccoeeccvvivieveeiieiccciiieeeennn. 84

Procedures for the Distribution, Deployment and Implementation of Patches and other
Related Security-Hardening ProCEAUIES .......uiii ittt eeerree e e e e e e e e 85

Procedures for Verifying Successful Implementation of Patches and other Related Security-

Hardening PrOCERAUIES......ccccuvvrieeeee ettt eeeerr et e e e e e s et rr e e e e e s eesssbssaeeeeeseesennsssrereeeeens 85
6.1 to 6.2 Responsibility for Policy MaintenanCe ........cocccvvveeieeiieiciirieeeee e 85
Y=o TU =T 0 =] o Lo S0 T 86

Software Development Life CYClE PrOCESSES ......uvvveieiieiieiiiieeeeee e eeeecrreeee e e e eeectreeeee e e e e e e saanraes 86



(ST O 1V T VALY 86

L30T = o 1o SRS 86
6.3 PrOCEAUIE ..ottt e e s e e s ab e e s nb e sneeesnee s 86
New System/Application and Feature Development .........cccccvveeiiieeciie e e, 86
Request for New System/Application or FEAtUres..........cccvveeiieeeiiieecie e 87
FEASTDIITY STUAY .. ueieiieeiee e e e e e e e e e e e e e s nraaeeeeeaeas 87
Estimate and HW/SW ReQUIFEMENTS .......cccueieiiiieeeieeeciee ettt e eteeeevee et e e re e e eareeeenneeenneas 87

Y ETaFT=q=T 0 a =T 0 f D 1= To £ o] o KOS PNS 87
REQUIrEMENT ANGIYSIS..ciii it e e e e e e s e e e e e s e s snnrraeeeeeeeessnnnnnnneeeeeas 87
DT = o P 87

T gY o1 L= 0 1= 2 =1 o o TR 88
Quality ASSUraNCe aNd TESTING ....uuuieiieiiiieeeiieee e sctree e esre e e e e e e e s e e e s sbee e e e ssaaaeeeesnraeeeennsees 88
Release fOr ProdUCTION .......c.uii it e 88
6.3 Additional Software Development Requirements for PCI DSS ........cccocveviiieeeiviieeeceiieenn, 88
6.3 Additional Supporting DocuUMENtAtION ......ccieiiiiii i 89
TABIE 6.3 et e et e e et e e bt e et e e s nar e snneenneeas 89
Additional SUPPOrting DOCUMENTALION ....vvveeiieiieiiireeeee e e e e e e e 89
6.3 Responsibility for Policy Maint@nancCe .........eeeeiieiieiiiiirieeeee et trveee e e e e e e 89
0= To [U T =T 0 =] o Lo T2 T AR 91
Custom Application Code Change Reviews Policy and Procedures ........ccccceeeeeeccvveveeeeeeeeecennnnen, 91
LR 0 A O 1V =T o P 91
(o 0 2o [ xRS UUPURRPP 91
(R A o o Yol [ = O STROP PSP 91
TAbDIE 5.3.7.3 et 92
Custom Application Code Changes for Internally-Developed Applications.........ccccceeveeeeennns 92
6.3.2 Additional Supporting DOCUMENTALION ....uvveviiiiieiiiiieieee e e 93
TabIE 8.3, 7. A et r e n e nee e 93
Additional Supporting Documentation for Code REVIEWS .........eeeveveeiieiicirreereeeeeeicirreeeeeeen. 93

6.3.2 Responsibility for Policy Maint@NanCe ........eeieeveeiceiireeeeee e eeetreeee e e e 94



4= [U =T 0 =] o Lo ST P 95

Change Control Policy and ProCeUIES.......ccc et e e e e e 95
6.4 OVEIVIEW ..cuiiiiiiiiiiiiie ettt e s a e e s s b s e e s s bbb e e e s saba e e s snabanee s 95
L3 = o 1o USRS 95
6.4 PrOCEAUIE ..ottt ettt s s e st e s e e e s st e e s ab e e s anbeesnaeesneees 96

Change Control Initiation, Implementation and Authorization Directives.......c.ccccccceveernnnnes 96
Change Control LIfECYCIE .....uuiii et e e e e e e e e e eanes 96
Formally ReqUEst @ ChaNEE ......uveiiiiiie ettt e e e e e e e e e e e e 96
Categorize and Prioritize the Change ... 96
Justification and Analysis of the Change ..........c..ueeeieiiiiiccee e 96
Approving and Scheduling the Change.......ccoo e 97
Implementation of the ChanGe........c.uuiiiiiiiee e 97
Post-Implementation Review for any Changes .........cccueeieiiiieeicciiieee e esieee e eeieee e 97
Minimum Reporting Criteria for Change Control Documentation .........ccccoecveeeivciveeeeninenn. 97
Separation of Duties between Different ENVIronments ........ccccceeveeeeeiccciiieeeeee e, 98
Production Data and Test Data ReqQUIre€mMENtS ......ccccuueiiiiiiiiii e 98
6.4 Additional Supporting DOCUMENTAtION ......vvvvieiiiiieiiieeeee e e e 98
TABIE B.A.A . e st 98
Additional SUPPOrting DOCUMENTALION ....vvveeiiei i e e 98
6.4 Responsibility for Policy Maint@nancCe .........eeeeieeiieiieiirieeeee e eecrrree e e e e 99

ReqUIremMeNnt 6.5 10 6.5 ... r e e e e e eee e 100

Software Development Secure Coding Guidelines and Training Policy and Procedures........... 100
6.5 10 6.5.9 OVEIVIEW ...oiiiiiiiiiiiiiiiiii i 100
6.5 10 5.5.9 POIICY cooiieeiiiiieeiee ettt e e e e s e e e e e s et rr e e e e e e e e seaanrraraeeaeeeennn 100
6.5 10 6.5.9 PrOCEAUIE ...c..eeeieeeeeee et 101

Initiatives for Secure Coding TECHNIQUES .....eeviiiiieiciirieeeee et 101
Developing Secure Applications to Thwart Common Threats.......ccccceeeeveecvivveeeeeeeeeerecnnneee, 101
6.5 to 6.5.9 Additional Supporting DocuMENTAtioN ......cccccuvvieiieiieeieirree e e 102

TADIE 6.5 10 6.5.9 (A) eeeiiiiiiiiiiieieeee ettt e eeserr e e e e e e ses bbb e e e e e e e s aarrareaeeeeeennnarraees 102



Additional SUPPOrting DOCUMENTAtION ...uvvvevieiiiiieiirreeeee e e e 102

6.5 to 6.5.9 Responsibility for Policy MaintenancCe...........eeeeeciieeeeciieee e 103
Requirement 6.5.3 aNd 6.5.0 .....urriiiiiii e 104
Secure Coding Training CheCKIiSt.........veiiiiii e e 104

Required Training Procedures for Secure Coding for OWASP-Recognized Vulnerabilities. 104
Adherence to OWASP-Recognized VUulnerabilities ........ccccccvviiieieeiie e, 105

Required Training Procedures for Secure Coding for CWE/SANS Top 25 Software Errors . 106

Secure Code Training Procedures for Specific LanguUages .......cccccveeeeciiveeecciiee e, 110
Y=o [WT1 =10 0 =] o A0 R o T 0 2 SRR 111
Data Control & Access Control Policies and Procedures...........cccecveeivieiiiieiniiciniec e 111

7.1 10 7.2.3 OVEIVIEW .otiiiiiiiiiiiiiiiiie ettt et s e s ba e e s iba e s s bae e e s sarns 111
7.080 7.2.3 POLICY ettt ettt sttt et ettt s ae e e 111
7.0 10 7.2.3 PrOCEAUIE ..ttt ettt sttt sabe e e st e s s e s sateesneeesanee 111

Restricting Access to Fewest Privileges Necessary for Job Functions and RBAC Measures 111

Primary Elements of Role-Based Access Control (RBAC) ........ceeevcveeeeiiiieeeeriiieeeesineee e 112
Permissions/Operations and ODJECES.......c.ciciieiieeiieeiie ettt sanes 112
Lastly, RBAC Primary Rules Consist of the FOIIOWING ..........cooviiiiivieeieiiiiireeeee e, 112
AUThOFIZAtion FOIM ..o s 113
Automated Access Control System for All System Components.....ccccceevvecvrreeeeeeeeeerecnnnnee. 113
Tl 7.3 e e e 114
Automated Access Controls System and RBAC Architecture: Network Devices............ 114
TABIE 7B e e 115
Automated Access Controls System and RBAC Architecture: Operating Systems......... 115
TABIE 7€ e e 115
Automated Access Controls System and RBAC Architecture: Applications ................... 116
TADIE 7. e e 116
Automated Access Controls System and RBAC Architecture: Databases..........cc.u....... 116
Tl 7. e 117

7.1 to 7.2.3 Responsibility for Policy Mainte€nanCe ........cccovvveeeeeieeiciiiieeeeeee e 117



0= LU =T g =T a2 00 o I 70 U 118

Unique ID & Authentication Methods Policy and Procedures ........ccccceveeecciiiieeiee e, 118
8.1 10 8.4 DVEIVIEW ...ttt e ba e s s a e e s ara s 118
S I o 38 TR o oL USRS 118
8.1 10 8.4 PrOCEAUIE ...ttt 118

Authentication Methods used for all System Components.........ccceeecvvveeevciieeccciiee e, 119
Assignment of Unique ID and PasSWOId ........ccuueeeeiciiieeeiiiiee e ccieee et e e eane e e e eaaeea s 120
Two-Factor AULheNtiCation ........cooiiiiiiiiiiice e e 120
Transmission and Storage Of PassSWOrdS.......ccccuuieeiiciiee e it 120
8.1 to 8.4 Additional Supporting Documentation .........cccccviiieeeei e 120
Additional Supporting DocumeNntation .........coccciiiiiieii e 120
8.1 to 8.4 Responsibility for Policy Maintenance .........cccueviiiiiieeicciiee e 121

ReqUIremMeENT 8.5 10 8.5.15 ... e ittt abnbabnbabannnnnnnes 122

Proper Authentication & Password Management ..........ccooceeeeiiiiiieeicciieee e sieee e seaeee e 122

POLICY @NA PrOCEAUIES ... . viiieeeiiiee ettt et e e e et e e e s e e e s ebte e e e s snnaeeeesssaeeeennseneesanns 122
8.5 10 8.5.15 OVEIVIEW ..coiiiiiiiiiiieeee e 122
8.5 10 8.5.15 POIICY ettt ettt e e e e e s e e e e s et ar e a e e e e e e eeaanrraaaeeeeeeennnn 122
8.5 10 8.5.15 PrOCEAUIE ...ttt st ene e 123

AUThOFIZAtion FOIM ..eiiiiiie e e e 123
PASSWOIT RESEES....ceuriiiieiiieiee ettt e et s e s ne e e e nnees 124
First-TimeE PaSSWOIAS .....coouiiiieiieeeeee ettt 124
Terminated EMPIOYEES ........uuuiiiiiiieeiieiccirreeeee e eeeccrrree e e e e e s et arr e e e e e e e e seeaarbereeeeeeeessnnsnreens 124
[NACTIVE ACCOUNTS ...eviiiiiiiiiiii i e 124
VENAOT ACCOUNTES ...ttt sn e e e st e sne e sn e e s neesaneennees 125
Generic User IDs and Shared User IDs and Passwords ..........ccoceeveerierieeneeeneeneenneeneeeane 125
PaSSWOI ParamEters......ccuiiiieiiieeiieeee ettt st sse e s ne e neeeneennees 125
Familiarity and Acknowledgement of Password Policy and Procedures........ccccccccoeennnneee. 125
8.5 t0 8.5.15 Responsibility for Policy Maintenance ........cccuvveeeeeieeieiiiiieeeeeee e e e 125

4= LU =T 0 =] a2 20 0t U 126



AUTNOTIZAtiON FOIM fOr USEI ACCESS ..cevvvvveieieeieeeeetteeieeeseeeeetteetaeaesseeeertearsnressssesseersnnnnessssesreees 126

Y=o O LT =T 0 =] o= T0 T TSRO 130
Database Authentication and Configuration ...........coccuiiiiieiiie e 130
(oY 1oV A=Y a o I o o Yol =T (1 - PR 130
8.5.16 OVEIVIEW...eiiiiiiiiiiiiiiiiie ittt e e s s ba e e e s ba e e s s b as e e s saraes 130
ST I TN oo x2S SPURR 130
8.15.16 PrOCEAUIES ... eeiiiiiiiiiiee ettt b e s e s e e e s e e e 130
Database Authentication ProCedures ..........ccooviiiiiiiiiiiiiiiececece e 130
TAbIE 8.15.16.8 . eeeieiieiiiie et 131
Database Authentication Methods..........coouiiiiiiiiiiiii e 131
Database Access Rights and Stored Procedures..........eveeiiiieccciiiieeiee e 131
TADIE 8.15.16.D ittt b et st b e naeas 132
Database Access Rights and Stored Procedures..........oceeeeeieeieciiiieeeeee e eeeecrreeeee e e, 132
Database AdMINIStrators. ......oiiiiii ittt 132
Database Applications and Related Application IDS ........coccvveeiiiiieieicciieee e 133
Database TOOIS ....ceiiieeiiee ettt et st s e s anee 133
TADIE 815,16, ittt 133
Database TOOIS @aNd USES .......cceiiuiiiiiiiiiiieceeeee e e 133
8.5.16 Responsibility for Policy Maint@NanCe ........eeieeieeicciiireeeee e eecnrreee e e e e e e e 133
(4=To LU =T 0 =] o LAt 134
Physical Security Controls Checklist........cccvveeiiiiiiiece e 134
0= LU= g =T a LA TR o TN IR U 139
Personnel and Visitor Access Checklist.......coouviiiriiiiiieee e 139
=T [T =T g =T o LA o TN TR U 144
Media Distribution and Classification .........c.ccoveeeiiiiiiiie e 144
oY 1oV AT a Ve I ed fo Tol=Te [V o <1 O T RSP 144
0.7 10 9.7.2 OVEIVIEW ..oeiiiiiiiiiiiiiiiiiii ittt ba e s ba e e s s ara s 144
9.7 10 9.7.2 POIICY coee i ettt ettt e e e e e et et e e e e e e s et raa e et e e e e e eeaaarraraaeaeeeennnn 144

S T (o I A A o o Yot <o LU o <SP 144



D=y ALY Lo a T X LY/ =T L= P TR 144

Media in hardcopy fOrmat .........eeei o e e e e e 144
Media in electronic fOrmMat ......coceeiiiiiieee s 145
Classification of Media and INformation ASSets..........ccceveerieeriiriienieeeeee e 145
TABIE 9.7 e s 145

(oY =dqTaY o) 1Y/ T=To - SRR 147
Secure TranspPort Of MEIa........ccociiiie e e e e e e e e e aaee s 147

9.7 to0 9.7.2 Responsibility for Policy MaintenancCe.........c.eeeeecvieee e 147
Y=o (UL T =T 0 0 =] 0 s TR TSR 148
Storage and Maintenance of Hardcopy and Electronic Media Policy and Procedures.............. 148
0.9 OVEIVIBW ..ttt e e e s e e e s st a e e e s s a e e s s s bbe e e s snras 148
IR N 2o Loy ORUPRUPRORSRUPRRI 148
0.9 PrOCEUUIE ..ttt ettt ettt e et e e bt e e s bt e e s bt e e eabe e e eabeeesateeeabeesnneesanee 148
Protection of All Hardcopy and Electronic Media.........ccccoecuviieiiiiiiee e 149
Storage and INVeNtory Of MEdIa .......cooeiiiiiiiiiiie e 149
Sending, Retrieving and ReceiVing Media.......cceeiveiiieiiiriiiee e 149

9.9 Responsibility for Policy Maint@nancCe ..........ueeeeiieieeiiciiiieeeee e eecnrreee e e e e e e 150
(4=To LU T =T 0 0 T=T o LA 0 O LU 151
Periodic Media Destruction Policy and ProCEAUIES ........eeiieeiiicciiirreeeeeeee e eesecinrreeeee e 151
0.10 OVEIVIEW ....euiiiiiiiiiiie ittt bbb e e s s bb e e e e s aba e e e s aban e e s s nrn s 151
N (O =] [T xR PURPRRN 151
9.10 PrOCEAUIE ...ttt sttt ettt et e s e s e e s e n e smn e s reesmeeeneenneesaneens 151
Destruction of Hardcopy Materials........ccuvveeeiieiieicciiieeiee ettt 151
Destruction of Electronic Media .........cvoveiriiiiiieiee e 152
9.10 Responsibility for Policy Maint@NancCe .........eeeeiiiieeiiciiireiiee et eeeecrrreree e eeeeenans 152
(4=To LU =T g =] o Lo 0 Tt A o T 000 T U 153
AUdit Trails ChECKIIST..c..eeeeeeeee e e s 153
(4=To 10T =T 0 =] o L 0 U 162

Time-Synchronization TECHNOIOZY .......ooovuviieiiie et e e e e aarrereee e 162



POIICY @NA PrOCEAUIES...ciiiiiiieitireeeee ettt eeees b e e e e e e e teabbbereeeeeseessstbareeeeeseesessssranneeeeens 162

10.4 OVEIVIBW ..oiiiiiiiiiiiiiiiiiie ittt b e e e s s a e e s s ebae e e s s sabanee s 162
0 TR o T or U 162
10.4 PrOCEAUIES ..ottt et st e s na e e s et e s e e s 162
Time-Synchronization Security ReEqQUIremMENTS.........c..vviviieeiiiiccreer e 163
Correct and ConSiStENT TIME....ccoiiiiiiiiiiiieee e e s 163
Time-Synchronization ENVIrONMENT..........uviiiiiii it e e e e 163
ProteCtioN Of TIME..c.ei ettt sttt s sne e s n e e sneesaneennees 164
Time-Synchronization Personnel ..........eeeeiiiiieii e e 164
10.4 Responsibility for Policy Mainte€nanCe .......coceuiviiiiiie e 164
Y=o U LT =T 0 aT=] o o K15 YR 165
Securing of Audit Trails Policy and ProCedures .........ccevuviiiiiiiieie et 165
110.5 OVBIVIEW ..ttt sttt sss st s s s sbssssssnsssssnsnsnsnnnnns 165
0 TR o oy PP 165
10.5 PrOCEAUIES ..ottt ettt ettt et s e e st e e st e e sabe e e s abe e s saseesaneesnneesaneeas 165
Viewing of AUdit Trail FIlES .....uuiii it e e e aree s 165
TabIE L0.5.A e e e 166
Personnel Allowed to View Audit TrailS........ccoeoieiieriieiieeieree e 166
Protection of AUdit Trail FIleS........ccvi i 166
TaAbIE 10.5.B .t 166
Procedures for Protection of Audit Trail Files ........ccocceerieriienineeeeeeee e, 166
Centralized LOg Server ENVIrONMENT.........ooiieiiiiieeiee e cccctieeee e e eesectirreeeeeeeesesanrneeeeeeessenanns 166
TABIE 10.5.Ceeee e 167
Centralized Log Server ENVIFONMENT .......coiieiiiiiiieieeee ettt e e et e e e e e e eeanrreeeee e 167
Logs for External-Facing TEChNOIOZIES ......vvveeeiieiieiirieeiee e e 167
TABIE 10.5.D oo 167
External Facing Technologies and LOg REQUIr€mMENTS .......cceevieeiirreeeeieeeieiecirreeeeeeeeeennnns 167

File INtEEIitY MONItOTING cooieiiiiiieiee ettt e e e et r e e e e e e senaabaeeeeeeessesnnnnnreens 167

I ] o1 LT 0 =S PP 168



File INtEEritY MONItOTING ..cciiiiiiieeeiie ettt e e e e s e e e e e e e e e eaasraeeeeeeeseenanns 168

10.5 Responsibility for Policy MaintenanCe ..........eeeieiiieeeciiee e 168
Y=o U LT =T 0 0 =] o o K 1N TR 169
Review of Security Logs Policy and ProCeAUIES.........ccuuiieieiiiiee et e e eene e 169

10.6 OVEIVIEW ..oiiiiiiiiiiiiiiiiiie ettt s b e s s bba e e s s ba e e e s sabaeee s 169

L0 I S0 o T or U 169

10.6 PrOCEAUIE ..ottt senn e e s e e e s 169

10.6 Responsibility for Policy MaintenanCe ..........eeeeeciiiieeciiee et 169

CheCKISt 10.6.A ...ttt 169
Review of Security Logs CheckIist .......oeeeeiiiieeeiie e e e 169
Y=o [W LT =T 0 0 =] o KO TS RN 172
Audit Trail History & Log Retention Policy and Procedures .........c..coovveccivieeeeeeeeicccireeeeeee e 172

10,7 OVBIVIEW ..eeteieiiitieitieieietetetetetatate ettt sttt tsssts s st sssssssssssssnsnsnsnnnnns 172

0 T o oy PR 172

10.7 PrOCEAUIE ...ttt ettt ettt e ettt e st e e s bt e e st e e eabe e e sabe e e sabeeseaneesnteesaneeas 172

TABIE L0.7 .ttt ettt e e e e st e e b e e abe e e abe e s nr e e s nneenanes 172

10.7 Responsibility for Policy Mainte€NanCe ........coccuvvveeiee ittt 173
(4= To 101 =T 0 0 1= o 1 0 U 174
Wireless Access POINtS CheCKIIST ........cooviiiiiriiiieceieeee e 174
(4= To 101 =T 0 0 =] o L 200 U 175
INFOrMation SECUMITY POLICY ...uiieeeieee et e e e e e e et r e e e e e e e e e aanraeaeeeaens 175
(4=To LU T =T 0 =] o Lo 200 00 AU 176
Annual Formal Risk ASSESSMENT PrOCESS ......eieuviiiiiirieiirieeie et 176

0 A O Y= VT PP 176

A A o o RO U TP 176

i A o T = o [0 PP PSP PPRPPR 176

The SCOPE Of RiSK ASSESSIMENT ..vevviiiiiiieiiiieriee e e eecicirree e eeserabrrreeeeeeeeseaarrereeeeessessnssnreees 176
System and TEChNOIOZY RiSKS........ooiicuiiieeiie ettt e e e e e e aarrereeeeens 176

TABIE 12,02 e e e e nnees 177



BUSINESS AAMINISTIAtiVE RISKS wvvueeiiiiiiiieiiieeee ettt e e eee et e s e e et eteaasseeseeeeereeernneseees 177

BUSINESS REVENUE RiSKS ...cciuiiiiiiiiiiiiiiiiie e 177

(0] 1= = Ta o] o= I 2 U1 U USPRR 178
12.1.2 Responsibility for Policy Maint@nance .........coccuveeeeciiiee et 178
Y=o U LT =T 0 =] o o 0 SRR 179
Usage Policies and ProCEAUIES ......uuiii ittt e e e e e e e e e e e e e e s e e s ennnraeeeeeaeas 179
12.3 OVEIVIEW ..oiiiiiiiiiiiiiiiiie ettt e e s s bba e e s ba e s a e s 179
020 o T or U 179
12.3 PrOCEAUIE ...ttt e s na e s e s 180
Explicit Management Approval to Use the Technologies.........ccccooeeveeieeicccciiieeee e, 180
TABIE 12,38 et 180

Use of All Technology Resources Must be Authenticated.........cccccceeeeeeiecciiiiieeeee e, 195
Listing and Labeling of All Devices and Personnel Authorized to Use Them............cc......... 196
TADIE 12,310ttt ettt st e s e beenaeas 196

FAY ool =T o} =1 o] [T U LY ST SP 197
General Guidelines, Responsibilities and Acceptable Use for the Technology ................... 197
Unacceptable Use and BENAVIOr .......cooccuiiiieeiee ettt et e e e et aeeee e e e e e e nnnrees 198

DI TYol [ oY 1o =Y A0 Yot { (o] o VA PUUPRRRRP 198
Acceptable Network Locations for the Technology .......cueeeevveiiiiivieeiieiieiceeee e, 198

List of Company-Approved ProdUCES .......c..vveeeieeeiiiiiiirieeeeeeeeeeccirrreeeeeeeeseenrreeeeeeeesesennnneens 198
TABIE 12,31 C i e e e 198
Additional Usage Policy REQUITEMENTS ......vvvieiiiiieiccirieieee ettt eenrreee e e e e e 199
12.3 Responsibility for Policy Maint@nanCe .......coccuuvvieeiie it 200
0= LU =T g =] o Lo I o T A T U 201
Information Security ReSPONSIDIlITIES ...cc.vuvvvieieiieiiecce e 201
12.4 10 12.5.5 OVEIVIEW ..oeviiiiiiiiiiiiiiiiiciciti ettt aa e s s sban e s 201
12,410 12.5.5 POLICY wrveiieeiiiieiiieeee ettt ettt e e e e s et e e e e e e eeennabbbreeeeeeeesennataeeaaeeens 201
12,410 12.5.5 PrOCEAUNE ....oouvieiieee ettt 201

Information Security Responsibilities for Employees and Contractors .........cccceeeeeeeennnneee. 202



Formal Assignment of INformation SECUNITY .......ccoccvuvrieiieeiiiiiiireeeee e 202

TABIE 12,43 e 202
TABIE 12,40 e s s 203
Information Security Responsibilities MatriX ........cccccueeieiiiieee e 203
12.4 to 12.5.5 Responsibility for Policy Maintenance.........ccceeeveciiieeeeciieee e, 204
Y=o O L1 =T 0 =] o o 7 TN 205
Formal Security AWareness Programi.......c.c.uueeieiieiieciiiiee e e e e eeseerre e e e e e s e s snaereeeeeeeas 205
12.6 OVEIVIEW ..oiiiiiiiiiiiiiiiiiis ettt e e e s bra e e s s ba e e e s s sbae e e s 205
02 S o T or U 205
12.6 PrOCEAUIE ...ttt ettt e s e s na e snaees 205
oY== T 4 T od o - LY TSRS 205

D I=E =4 IR PR PO PP OPTOPOUPOPRRRPRPRRRPRPN 206
Identify and Structure Organizational Training Needs .........cccccvvieeeeeieeicciciieeeee e, 206
CeNTralized MOTE....co.eeieee ettt ettt s e s e snee e 206
Moderately Decentralized MOdel.........coouiiiiiiiiie i 206
Entirely Decentralized MOl ........ccuveiiiiiiiii ittt 207
Comprehensive AssessmeNnt OFf NEEAS .......ccccivieiiiei et e e e e e e e e e 207
TADIE 12.6.3 e s 207
Develop Training STrat@8Y Plan ...ttt e e e e e e anr e 208

D LCAVZ<] [ o PP PUPPRN 208
Develop Material and Select Relevant TOPICS......ccccvrvierieeeeeieicirrreee e e cecrreeee e e ee e 209
Identify Source Material to be USEd .........uvveeeiiiiiiiirieeeee ettt 210
TABIE 126D e 210
Refine Material and Develop Model for Training EMpPlOYEes.......cceveeeeeieccivreeeeeeee e, 210
TADIE 12.68.C i e e 211

Ta Vo1 [=Ta a =T o) PSRRI 213
Communicate the Plan to All EMPIOYEES ........uvvveeiiiieeiiiiitieeeeee e eeecireee e e eesnrrereee e e e eenans 213
Communicating Security Awareness to EMPlOYEEs.......cccvvveeiieiieiiiiiireeeeee e 213

Delivering Training t0 EMPIOYEES .....cooouviieiieiee ettt e e e e e anr e 213



MaINTAIN/OVEISIZNT ..eeiieeieie ettt e e et e e s eeabae e e e eabaeeeeenseeeeeennees 214

Monitor Adherence to the Program ..........eeeeeieiiiiiccieeee e e 214
Collect Vital Feedback on the Program.........c.c..eeeiiiiiiiicccee e 214
Manage Changes as Needed for the Program ..........cccceeeieciiieeccciiiee e e 214
TABIE 12,6, e 214

(0] ¢ 00T 91 o Jo] 1= 4} £ T 215
12.6 Responsibility for Policy MaintenanCe ..........eeeeeiiieeeeiiiee et 215
Y=o O LT =T 0 =] o OO 216
Management of Service Providers Policy and Procedures........cccouveveeeciieeeiciiieee e 216
12.8 OVEIVIEW ..ottt et s a e s s ba e e e s bb e e e s s sraee e 216
02 3 o T or U 216
12,8 PrOCEAUIE ...ttt ettt ettt ettt e st e st e e st e e e bt e e s abe e s sabeeseaneesnneesaneees 216
TADIE 12,8 .. ettt sttt e e he e et e e nat e s be e nateebeenaeas 216
List OF SEIVICE PrOVIAEIS ..coueiiiiiiieeie ettt 216
12.8 Responsibility for Policy MaintenanCe .........ueviieiieeieciiee et 217
REQUIFEMENT 12,9 ..t bsssssssbssssssssnbnsnsnnnnes 218
INCIAENT RESPONSE PlaN c.cciiiiiiieeeeee ettt e e e e s et e e e e e e e e s e anbraaeeeeeeeessnsnrsareeeaens 218
S O YT T P 218
e I o] Tor PP 218
12.9 PrOCEAUIE ...ttt st et sn e e r e e e e e neesn e e ne e 219

M =ToF-TaloT=8 {o] =T Y [aToi o [T o | A PUUPRRRR 219
TABIE 12,98 e e e 220
Description of Incident RESPONSE TEAM ....uvvieeiieeiieiciireeeeee et e e e e e eeeecanrreeeeeeeeeeennns 220
DTN =To a1 Y=4rY o T (g Yol o [=1 o} (P PURPRRR 221
TABIE 129D e e 221
Responding to and Containing an INCIAENt........cooiieiiiieiiee e 222
TADIE 12.9.C it e e 222

Response Mechanisms for All Critical System Components and All Other IT Resources
Deemed Critical by [cOmpany NAME]............ooeeeeeeiecccieeeee et e e 222

TABIE 12,9, s 224



Recovery from an INCIAENT ......uvvviiiiii e e e e sesab e e e e e s e e e nanreees

Post-Incident ACiVitieS anNd AWarENESS ... vievuueriieiiereeitiee ettt e et e e et e e eetiessestaeseeeernnes

12.9 Responsibility for Policy MaintenanCe ..........eeeeeiiiieeeciiiee e

Reference List



